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META V. IRANIAN
HACKERS
By: Kinya Wang
Facebook, now known as Meta, along with other tech firms,
detected unusual user behavior from hundreds of accounts
on their sites. With careful examination, Facebook discovered that the accounts are being created to guide users to
click on previously-made websites. These websites collect
data and other private information, mainly targeting military personnel and companies that are within aerospace
and defense industries primarily in the U.S. The websites
and accounts are being created by the group known in the
security industry as Tortoiseshell, which previously focused
in the Middle East region. As reported by Meta, the group
used various malicious tactics to identify the targeted individuals and infected their devices to enable espionage.
This case, though it created a large social impact, was not
the only international hacking case that big tech companies
have faced in recent years. Facebook alone has received
multiple cyber attacks in 2020 and throughout 2021. One Of
the noticeable cases was caused by hackers in Bangladesh
and Vietnam in December 2020. Similar to the previous
cases, hackers in Iran also took a similar strategy: using
social network effect incorporated with its own custom
melaware tools. The hacking cases not only reflect sophisticated cyber security issues, but they reflect the political
relationship between the two countries.

“As a result of the Iranian takeover of the American Embassy
on November 4, 1979, the United States and Iran severed
diplomatic relations in April 1980. The United States and the
Islamic Republic of Iran have had no formal diplomatic relationship since that date. Switzerland is the U.S. protecting
power and provides limited consular services to U.S. citizens
in Iran.” The relationship between Iran and the U.S. has even
become more tense in recent years especially after Trump’s
withdrawal and the experience with the maximum pressure
policy - campaign in an effort to contain Iran and coerce it
into changing its behaviour. The space for wider engagement
became even more untenable. As the department with the
highest privacy and security level, the aerospace and defense
industry has usually been the target of hackers. Luckily with
the evolution of technology, it is now easier and faster to
examine those malicious activities.
As stated by Meta, the Iranian hackers used custom malware
tools to perform various system commands to trick targets into
saving and returning the files that have been hacked which
resulted in leak of the personal information and high-secured
files. After the hack, Meta shared the findings and threat indicators with other industry peers to help them maintain and
keep users’ privacy.

The hacking cases not
only reflect sophisticated
cyber security issues, but
they reflect the political
relationship between the
two countries

Ireland Health
Service Hack
By: Ruby Wang

As the world increasingly relies on technology for essential
tasks, the damage of a well-executed cyber attack increases.
Ransomware attacks generally involve holding data or systems hostage until a ransom is paid. In May of this year, the
Conti Ransomware Group executed a ransomware attack on
the Ireland Health Service The hack paralyzed the healthcare system in many parts of Ireland. The attack limited
access to patient health records and delayed the sending
of lab results, which could have potentially led to errors in
diagnosis. It’s been confirmed that the hacker has access to
the medical information of everyone who was in the system
and gives way to the abuse of medical data.
The FBI has traced Conti Ransomware Group to
more than 400 attacks worldwide. They tend to target software that can severely cripple national services such as
healthcare and law enforcement.1 Their primary form of
attack is through phishing scams, which have grown sophisticated enough that they’re almost indistinguishable from
normal emails and messages.5 Oftentimes, the ransomware
is delivered through a familiar email that has been breached,
leading the victims to be unaware. Conti often utilizes double extortion, asking payments for both the encrypted data
and for the encrypted data to not be released to the public.5
The group had two several high-profile attacks before the
Ireland attack, including an attack on the infrastructure of
the city of Tulsa.
With the high-profile attack on the Ireland Health
care system, Swiss cybersecurity team PRODAFT has begun
looking into Conti’s model. More recently, both the clear web
and Tor domains for the group went down for 24 hours,
although it’s unknown if PRODAFT’s involvement led to
that.5 Members of the group have also been identified. It is
believed that the group is linked to Wizard Spider, which is
based in Russia.5 The group has acknowledged the probe

into their inner workings but has made no other attack or
statement thus far.
With how connected the modern world is, there
should be an international move towards bolstering digital security, and protocols on responding to such attacks.
With the size and connection of modern software, it’s easy
to cripple entire systems that are essential to daily tasks.
While the Ireland government has refused to pay Conti the
20 million demanded, the halt in services cost the government millions of dollars.2 There was a large danger from the
halt in medically required procedures such as chemotherapy, which relies on the medical infrastructure. The Conti
Group has also targeted hundreds of hospitals in the United
States, and the FBI has issued a warning.
With the size of software growing, it’s no longer possible to prevent all cyberattacks, and the attention should
instead shift towards containing the damage that can be
done. In the case of Ireland’s Health System, with no proper
protocols in place, the entire system remained down for
nearly a week, causing a huge backlog of patients and treatments.2 The majority of countries have not invested heavily
into cyber attack protocols and thus are not prepared for
when systems may down.
Research has shown that due to the interdisciplinary understanding needed to fully contain cyberattacks, they are
currently very hard to prevent and properly deal with. With
huge monetary losses on the horizon, there should be an
international effort to bolster cyber attacks and funding
put towards research and containment.1 The United States
has recently bolstered up funding after several high-profile
attacks that directly affected the lives of citizens, and NATO
has begun updating its defense guidelines to deal with cyber
attacks.4 More research is required before any real action
and defense can be taken against these attacks.

Colonial Pipeline Hack
By: Sara Woo

On April 29, 2021, hackers of Darkside, a cybercriminal organization believed to be based in Eastern Europe, successfully gained entry to Colonial Pipeline’s Virtual Private
Network (VPN) system. With no control over the system,
Colonial Pipeline turned off its massive supply of gasoline
and jet fuel due to its difficulty in billing for fuel. The impact
was devastating: the disrupted operation of fuel supply led
to panic-buying, and multi million dollars as well as extensive
time were needed to recover even after regaining data control. Most importantly, the hack revealed the urgent need of
nationwide policy to require basic cyber security measures
in private infrastructure industries.
The impact of the hack depended largely on two
factors: the magnitude of the corporation’s role in the
national economy and the complexity of its cybersecurity
system. Colonial Pipeline’s fuel supply running from Texas
to New Jersey accounts for approximately 50% of the East
Coast’s gasoline. Therefore, with many businesses relying
on Colonial Pipeline’s supply, transportation and supply
bottleneck already in place with the pandemic worsened. A
vulnerable VPN system without additional layers of security
explains the second factor. Weaknesses of VPN are many,
including that it is an all or nothing access, has a setup of a
basic login system, and does not monitor third-party activity.
Therefore, when the password to Colonial Pipeline’s VPN system was leaked to Darkside, there were no security hurdles

to verify different aspects of the accesser’s identity. Without
multifactor authentication or an internal review system of
entries, the hackers could easily exploit all the employee
remote access and password encryptions.
These two major issues are not specific to Colonial
Pipeline. More than 80% of infrastructure in the United
States is privately owned and operated by few corporations. However, only 40% recognize cybersecurity as “very
important” in their business model, since they do not perceive much benefit in implementing multi-layer cyber security measures. This naturally leads to loose and dangerously
lacking access systems for major infrastructure: according
to the Verizon 2021 Data Breach Investigations Report, 61%
of data breaches are due to leaked credentials. Colonial
Pipeline’s pursuit of private interest rather than protection
of a public good is replicated in many infrastructure industries, which puts the national economy and cybersecurity
at risk.
In an effort to regain its data, Colonial Pipeline paid
the ransomers approximately 75 bitcoins, or $5 million in
value at that time. The United States government managed
to glean 64 of the bitcoins in the aftermath of the attack
through the Ransomware and Digital Extortion Task Force
tracing the pathway of money and FBI unlocking the hackers’ wallet. Although most of the cryptocurrency paid as
ransom was recovered, there is a net loss of return due to

the value of bitcoin having fallen from $63,000 to around $35,000,
and the identity of the hackers remains unknown.
Repetitive cyberattacks supposedly from hacking groups in Eastern
Europe and Russia are already straining the relationship between
the Biden administration and the Russian government, threatening
previous efforts of two countries to build more trust and rapport
with each other. The United States cannot risk striking back with
sanctions or another cyberattack, especially during an economically fragile time as now. Following suit from President Biden’s
executive order, the United States government should mandate
private companies to implement at least a basic multi-layer verification system. The government could additionally endorse deploying advanced firewalls for large and critical corporations to further
safeguard their complex data and operations. Along with extra protection, each corporation’s internal system should be reformed or
bolstered. The system should regularly update employee accounts
and remove expired or inactive ones. For many companies with
VPN systems, they should replace their systems with Zero Trust
Model/Network Access (ZTNA) or Privileged Access Management
(PAM), which significantly limits access for regular employees and
strictly monitors internal user activity respectively.
Drastic changes within and outside the technical systems
of numerous corporations would require substantial amounts of
time and painstaking work. These prevention costs, however, are
minuscule compared to losses and damages upon the country from
imminent cyber attacks. A combination of both public and private
efforts to enhance infrastructure cybersecurity will strengthen not
only individual businesses but also nationwide economy and international security.

61%

of data
breaches are
due to leaked
credentials.

United States Administration
on Climate Change
By: Louis Izawa

Countries solidify climate goals in the Paris
Agreement

In December 2015, 192 parties, including 191
countries and the European Union, joined the
Paris Agreement. Organized by the United
Nations, this legally binding agreement urged
countries to limit the rise in global temperature
by 2 degrees Celsius for this century. Many
argue that this is a large step forward, having
united most of the world to fight against climate
change. However, it is still imperative that each
country take action to achieve this collective
goal. With that being said, how are countries tackling climate
change, and how effective are their
efforts?

The United States: President Trump

The United States, the largest economy in the
world, is an important country to analyze when it
comes to their efforts in reducing greenhouse
gas emissions. Behind China, the United States
is 2nd in greenhouse gas emissions, making it a
vital country to analyze. President Trump decided to pull the
United States out of the Paris Agreement and made efforts
to increase emissions. This presidency reversed many of his
predecessor’s efforts in
implementing aggressive regulations to limit
emissions.
During the Obama administration, the United
States successfully stopped the increasing trend
in emissions through his strict fuel standards for
vehicles and his Climate Action Plan, which set
out to decrease emissions in every single sector.
Under Trump’s leadership, he nullified many of
Obama’s new regulations. Experts are predicting

that these actions could add a third of the
country's 2019 emissions into the atmosphere.
The United States leaving the Paris Agreement
and publicly disregarding and even reversing
efforts to tackle climate change has even more
demerits. If the most powerful country in the
world were to stop supporting the efforts, it
fundamentally weakens the agreement, perhaps
encouraging other countries to also pull out.
Since the agreement was created, the United
States has made absolutely no progress for
saving the environment.

The United States: President Biden

After President Trump’s regression of the United
State’s efforts to limit the global temperature
increase, there is now a lot of pressure on
President Biden to take bold actions to limit
climate change.
One of the first actions he took as president was
to reenter the Paris Agreement, which is, of
course, beneficial. Additionally, Biden has
instituted the American Jobs Plan and his
infrastructure bill, which both focus on improving
the environment through the economy, primarily
by creating jobs in the renewable energy space
and promoting electric vehicles. Gaining support
from many of the world’s largest automotive
companies, he has set a goal to make 50% of all
vehicles by 2030 run by electricity instead of
from gas. Pouring in $15 billion as an investment
towards electric vehicles, Biden believes that
this is going to be effective in reducing
emissions.

In 2019, the United States’ emissions from
transportation consisted of 29% of all emissions,
making it the largest contributor. Biden’s plan to
cut down this number is going to be monumental
in reducing overall emissions for the United
States. Critics, however, see holes in Biden’s plans.
Firstly, the partnerships with the large
automotive companies are non legally binding.
Secondly, there is no hard deadline for
eliminating gas powered vehicles. For these two
reasons, many people are skeptical about
whether these goals will actually be achieved. In
addition, others are criticizing Biden for not
making any major changes targeting industrial
pollution, which contributes 23% of all
emissions.
All in all, Biden has been doing a solid job
reversing Trump’s horrendous policies. He has
also successfully, although non committedly,
pushed for reforms in the transportation sector.
Now, it is critical for him to pursue policies that
strictly target different areas to reduce emissions
from a variety of sectors in the country.

The United States: Conclusions

Even with all of the political battles happening in
the United States over climate change, the
United States has been successful in reducing
emissions by around 11% from 2019 to 2020
with a continually downward trend. It is also
important to notice the Biden administration’s
heavy focus on the automotive sector through
the promotion of electric vehicles. With electric
vehicle companies like Tesla as well as Rivian,
who had an incredibly successful IPO in
November 2021, it is going to be an interesting
market to watch.
The future is looking promising with these major
economic shifts, but it is still crucial that the
government takes further actions focusing on
different sectors if they want to achieve the goal
that the Paris Agreement set. Only 12.6% of
electricity consumed in 2020 came from renewable sources,
which is on the lower end for wealthy countries. It is no time for
the United States to rest with their policies, but they are on the
right track.

Norway: The Role Model

Compared to the United States’ low percentage of energy coming from renewable sources, Norway
boasts the highest proportion of renewable energy usage in the world, at 45%. Norway’s methods
are simple. They have a lot of focus on using electric vehicles, have a corporate tax scheme that
heavily encourages climate-friendly energy sources for industries, strictly use environmentally safe
stoves, and have many other laws that limit dirty energy.
The Norwegian government has been at the forefront of all of these improvements and has played
an enormous role in implementing a variety of effective regulations that combat environmentally
harmful activities. However, this may have only been possible due to their unique government
structure that allows them to pass regulations often uncontested. Without much objection to many
of these environmentally focused laws, it is inherently easier to make progress.
In addition, Norway has a very racially and socioeconomically homogenous population that allows
them to more easily agree with a variety of subjects, including climate change. This is quite unique
to Norway and has substantially helped them achieve their ecofriendliness. Should Norway be the
Role Model for all Countries?
In conclusion, Norway is a role model for countries aiming to reduce emissions. Implementing
aggressive government policies targeting households, industries, transportation, and electricity
allows for a comprehensive and robust plan that effectively lowers the country’s contribution to
global warming. Norway is a great example of how effective government regulations are integral in
lowering greenhouse gas emissions. This is why Norway has one of the lowest emissions per capita
within the developed world and should be a positive example for other countries to follow. Again,
their progress may have only been possible due the government structure and the population
demographic that many other countries don’t have, most notably the United States.
Countries should look at Norway in considering next steps. They should focus on tackling a vari-
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Carbon Trading
By: Adelyn Carney

Change has become an increasing concern of people
all over the world. Some potential effects include rising temperatures, Arctic melting, increased heavy precipitation, more
intense hurricanes, rising sea levels, and ocean acidification.
These changes are largely attributed to human activities
related to the release of greenhouse gases, gases that absorb
and trap heat from leaving the atmosphere. Carbon dioxide
accounts for the highest proportion of greenhouse gases
emitted. It is the byproduct of numerous activities, like the
burning of coal, oil, and gas. In an effort to reduce emissions,
several proposals have been raised, one of them being carbon
trading.
Carbon trading, also known as cap-and-trade, involves allocating a set amount of carbon credits to an entity
and the option of buying and selling rights that permit extra
emissions credits over an entity’s allotted amount. There is a
predetermined maximum amount of carbon emissions that
will enter the atmosphere, and that amount can be set in a
way that helps meet emission-reduction goals. This method
ensures that entities are more aware of their carbon footprint
and, at least for some, emit less than their allotted amount in
order to sell their unused credits. This method will incentivize
entities to minimize the amount of carbon they emit over
their allotted amount because of the price attached to the
excess emissions.
There are critics of carbon trading who argue it is
difficult to determine how many permits each entity should
get. If too few are distributed, economies could suffer. If too
many are distributed, permits are essentially worthless, and
there wouldn’t be much change in pollution levels. Additional-

ly, carbon trading must be a group effort. If only one region is
participating, then businesses may relocate to another region,
and continue polluting at current levels. This would not only
not change the amount of carbon emissions, but it would also
cause economic unrest to the region that is losing businesses.
Advocates of carbon trading claim that
these problems
all stem from the design of the trading scheme. With enough
time to figure out optimal policies, carbon trading can become an effective emissions reducer.
The idea of carbon trading came about after the
Kyoto Protocol, which was adapted in 1997 and put into law in
2005. In this treaty, developed nations are held accountable
for their emissions. They are given carbon credits to be used
for a specific duration of time. If a country exceeded its limit, it
is punished by receiving a reduction in credits in the following
period. Although the treaty ended in 2012 as nations were not
meeting their expectations and dropping out, it brought to
light the need for international cooperation.
The idea was brought up again in the 2016 Paris
Agreement, but little progress was made until the COP26
conference held in Glasgow, Scotland in November of 2021. At
this summit, 197 countries reached a negotiation. The negotiations entail buying and selling of carbon credits between
countries, the ability for countries with “vast forest cover” to
generate offset credit, the carry-over of offsets since 2013,
and a resolution on the double-counting of emission cuts
when a country generates a credit. fective policy might take
time to develop, carbon trading seems like a promising solution to reducing carbon emissions in the long run.

Carbon trading must be a group effort.
If only one region is participating, then
businesses may relocate to another
region, and continue polluting at
current levels

		Nord Stream 2
V
By: Shawn Chen

Wholesale natural gas prices increased over tenfold
since June 2020 in Europe. Among the vast majority of countries and regions that were negatively impacted by the energy
shortage, Europe was hit the hardest. Prices only increased
threefold in the U.S. Indeed, the slow recovery of gas and oil
prices, insufficient oil and gas production, the rapid switch from
nuclear and fossil fuels to renewable energy, the stagnant interest rate and the cold winter all contributed to the crisis.
One crucial factor that made the EU's energy crisis
more severe than other parts of the world was political tension
with Russia, its largest energy supplier. The recent feud over
Nord Stream 2 Gas Pipelines was an example. Transporting
55 billion cubic meter of natural gas from Russia to Germany
under the Baltic Sea each year, Nord Stream offshore pipelines
were only one of many pipelines that facilitated energy transportation from Russia to other European countries. Despite U.S.
sanctions, Nord Stream 2 offshore pipelines were completed
in September 2021 aiming to transport another 55 billion cubic
meter of natural gas annually to Germany.
Nord Stream 2 was scheduled to start supplying natural gas, but its approval process was delayed by Germany on
November 16 2020 due to its tension with Russia over eastern Ukraine. The EU was already heavily dependent on Russia
in energy imports, as Russia accounted for 21% of its crude
oil imports, 41% of natural gas imports and 47% of solid fuel
imports. The critics warned that Nord Stream 2 Pipelines would
make Russia totally dominate the EU over energy, yet the EU
had been insistent on Nord Stream 2 until the suspension of
approval recently, as the war in eastern Ukraine intensified.
Unlike other pipelines that supply gas from Russia to other
Western European countries, Nord Stream and Nord Stream
2 pipelines are particularly preferred by Russia. This is because
the pipelines bypass other countries en route and natural gas
can be directly received by Germany. Gas from other pipelines
would pass through other countries in eastern Europe, including Ukraine and Poland, before arriving in the destinations.
Given Ukraine and Poland’s irreconcilable animosity towards
Russia stemming from ideological vconflicts, sovereignty issues
and historical sentiments, pipeline gas passing through these

countries were often obstrvucted whenever tensions with Russia
intensified, leading to multiple disputes and cut-offs throughout the years, which hurt both sides.
Utilizing Nord Stream pipelines would mean countries like Poland and Ukraine would not collect extra toll and
would also ensure that those countries don’t get the leverage
over Russia’s energy exports. Furthermore, once Nord Stream
2 is running, Russia would be able to potentially close off other
oil and gas pipelines that went through Poland and Ukraine,
cutting off their energy access from Russia without losing the
benefit of exporting energy to other European countries. Russia
would gain the ultimate leverage, if it had not already.
Examining the current situation, it can be concluded
that the suspension of Nord Stream 2’s approval process was
only temporary.
The current global energy crisis had already taken the
EU on its toll and it is questionable how the EU could pile up
enough natural gas without needing Russia to pass through
the freezing winter. Prior to the suspension, the EU had already
called for Russia to increase its energy production to help the
EU out of the urgency, yet Russia merely maintained its current rate of energy production and further stated that it would
stockpile for domestic demand before exporting extra. It was
reasonable as energy production requires massive investment
in the early stage and would take stable, long-term contracts to
let Russia reap the benefits. On the other hand, Russia would
not accept the EU's condition to transfer the assets and ownership of its state-owned Nord Stream 2 Company. Delaying
the approval process longer would hurt the EU more than it
would hurt Russia. No matter how the situation in eastern
Ukraine evolves, the EU doesn’t have a military advantage over
Russia. It can be predicted that the EU would still eventually
approve Nord Stream 2. Ultimately, despite many countries
being severely hurt by the energy crisis, Russia was one of the
few beneficiaries.

Renewable Energy
Outlook
By: Michael Licata

Defining the Players in the Global Energy Transition
Historically, the global energy market has been driven by fossil
fuels (petroleum, natural gas, coal), resources that have defined
geographical origin and are single-use (nonrenewable). This has
pressured nations to exercise geopolitical power in areas that
are fertile with these resources. Overall, scarcity is what sets the
playing field with fossil fuels. If you can find them, and extract
them, then you can use them. In addition, this prevents competitors from doing the same. This trend has set the hierarchy
in the global energy trade. Fuel sources are crucial for the economic success of almost every industry, so your ability to gain
access to fuel reserves is essential. The advancement of renewable technologies, however, offers new possibilities. In particular,

technologies, like solar, offer the freedom of producing power
regardless of geographical location or national wealth. This gives
developing nations, or those without access to these scarcely
distributed fuel reserves, access to power while remaining distant from the restrictions of the traditional commodity-based
fossil fuel trade.There has been a greater commitment to the
development of these technologies. In 2020, despite the pressure of the COVID-19 pandemic, the world added over 260
gigawatts of renewable energy capacity, exceeding the previous year’s expansion by around 50% (IRENA, 2021). This trend
has the ability to shift the energy hierarchy, allowing for some
now-distant contenders in the energy trade to contribute more.

Understanding Global Energy Consumption by Fuel Souce
The US Energy Information Administration (EIA) projects a near 50% increase in global energy usage by 2050 (IEO, 2021). This
estimate takes into account global population growth and the continued development of emerging economies. In 2020, energy
consumption followed a similar distribution to what has been seen in the past two decades. Fossil fuels dominated consumption:
81% of the total energy consumed at a global scale was powered by these resources (liquid fuels like oil/petroleum ≈ 30%, coal ≈
26%, natural gas ≈ 25%). Renewable sources, including nuclear, occupy the other 19% (renewable tech ≈ 15%, nuclear power ≈ 4%).
Traditional nonrenewable resources remain the primary drivers of economic decision-making in the energy trade. Nations, like the
United States, and national alliances, like OPEC, dominate market dynamics and prices solely because of their grasp on fossil fuel
production and distribution. It is projected that liquid fuels will remain the largest primary energy source in mid-century
projections; however, renewable technology usage is expected to grow to nearly the same level (IEO, 2021). This rise, which has
been touted as a global divestment away from fossil fuels, is instead more of a factor of the 50% increase in demand that economists are expecting to see in 2050 rather than a replacement. Overall, there is a greater demand for energy across the globe, and
renewables are expected to satisfy the largest portion of that increase. Assuming a total consumption of 600 quadrillion BTUs
(QBTUs) of power in 2020, liquid fuels

Understanding ETI
The World Economic Forum developed a framework to score nations based on their commitment, and projected dedication,
in transitioning to renewable technologies. The Energy Transition Index (ETI) uses market data and recent shifts in resource/
technology investment to determine if a nation has made steps towards developing renewable technology (Singh et. al, 2019).
In every case, any documented shift across technical, political, and economic structures in line with a renewable transition will
contribute to a higher score.

China's crackdown
on US stocks
By: Dil Patel

In recent months, there has been a Chinese crackdown on
US stock listings of Chinese companies which could threaten
more than $2 trillion worth of shares on Wall Street. The way
that Chinese officials and policymakers have done this is by
banning foreign investment such as variable interest entities
which are a common structure by which Chinese companies
use to list in the U.S stock exchanges. These variable interest entities are used to get around foreign investment rules
in China. This decision would mostly impact companies that
want to list in the US, especially companies that are heavily
data-dependent.
One reason China is doing this is because of the threat of data
security. The guidelines set in place by Beijing’s top leaders
threaten stronger supervision of American depository receipts
which are used to list Chinese groups in the US. In December
of 2020 there was a law passed that required US-listed Chinese
companies to submit to American audits. This could result
in important data leakages that China did not want. Since
there was no law in place that allowed for the Cyberspace
Administration of China (CAC) to intervene with overseas listings for data security, Chinese officials have decided to tighten
the regulations of such companies. In the future, there may
be a new report and review system in order for Chinese companies to list in the US. When proposed the possibility for

Chinese boards to conduct auditing inspections of Chinese
companies on their own and then deliver their conclusions
to the US Public Company Accounting Oversight Board, the
US rejected. According to Code 3 of the Code of Federal
Regulations, Chinese companies such as Tiktok and WeChat
take and track information from its users, including internet
and other network activity information, including location data
and browsing and search histories. This data collection threatens the possibility for the Chinese Communist Party to access
Americans’ personal and proprietary information. Even though
neither Tiktok and WeChat are not companies listed on US
stock exchanges and therefore not in jeopardy of being delisted, this depicts the gravity of why US stock oversight boards
want to see the fiduciary data of Chinese companies. Chinese
companies for years have benefitted from listing on US stock
exchanges without abiding by essential US protections for
investors. The Chinese government has refused to allow audit
firms registered with the Public Company Accounting Oversight
Board (PCAOB) to provide audit working papers to this board
so that it can fulfill statutory obligations to inspect audit work
and enforce standard auditing practices. More recently, China
has prohibited auditing forms from obtaining this information
without permission from Chinese financial regulators beforehand. Preventing the PCAOB from complying to its statutory
mandate poses significant risk to investors who cannot have

confidence in the financial reports of audited companies and
creates additional risk. With the US Securities and Exchange
Commission beginning to roll out rules threatening to delist
foreign companies from American exchanges if they do not
meet US auditing standards for three years, it only makes
sense for China to force their companies to delist themselves.
Writers have also noted that Chinese officials also didn’t like
the embarrassment of having prominent companies such as
Alibaba traded in the US rather than China.
The impact of many Chinese companies delisting from US
exchanges is that these companies will go straight to Hong
Kong exchanges. About a decade ago, more than 100 Chinese
companies delisted from US exchanges due to several accounting scandals which caused investor scrutiny. As a result, stock
prices of other Chinese companies went down. In the current
situation, a similar result can be expected where even Chinese
companies that are not data and tech driven may suffer from
share price drops and thus also delist since being listed in the
US is no longer valuable. This threatens more than $2.1 trillion

of market capitalization from 248 Chinese companies in the
US exchange as of May 2021. Just days after listing in the US,
Didi, a Chinese ride-hauling company has suffered immense
losses after news of delisting and review from the CAC. In
the end however, what will happen to Chinese companies
is dependent on clients. Chinese and American capital markets are already too intertwined and China wants US investors because the amount of money that comes into China’s
economy from foreing investors is huge. As per Dan Draper,
S&P Dow Jones CEO, any push to exclude Chinese securities
from major indexes will have to come from clients. With Dow
Jones already offering non Chinese indexes including S&P
Emerging Ex-China BMI and the S&P Emerging Plus Ex-China
BMI, the possibility of custom indexes that are client-based is
still a real possibility.

Pros and Cons of Russian
Business Investment
By: Ethan Abbate

Pros and Cons of Russian
Business Investment
By: Ethan Abbate

The Cons of Russian Business Investment
In the post-World War II era, the United States and the Soviet
Union emerged as the globe’s most powerful superpowers.
Their economies, supercharged by the wartime industry,
involved large spheres of influence over critical trade points,
but the economic ideological differences between the countries led each economy on separate paths. The United States’s
strategy of embracing capitalism was instrumental in encouraging a free market exchange of ideas and capital. America
created a vibrant environment that encouraged the creation
of various business enterprises and emerging technologies.
On the other hand, the Soviet Union opted for a communist
economic agenda which vastly hindered the country’s ability
to stimulate commerce and grow the nation’s private sector
interests. As a result, the Russian economy is constrained
by the recent economic recessions, corruption, and flawed
governance.
In the past 30 years, the Russian government has struggled
to drive the economy into a stable position of its own volition.
In the circumstances such as the global commodity boom or
the growth preceding the 2008 recession, the Russian economy has been mostly dictated by external events or factors.
For example, the 2008 American recession heavily affected
many Russian companies. Additionally, the economic sanctions

placed on Russia after Russia illegally annexed Crimea in 2014
further hindered the Russian economy. The impact of external
factors on the Russian economy culminated in how Russia was
heavily affected by the COVID-19 pandemic. Despite investment into the private sector and dramatic growth of GDP
post-pandemic, the growth is only a return to previous pre-pandemic normals and is generally not indicative of widespread
revitalization of the economy. Likewise, many other countries besides Russia are experiencing GDP growth compared
to 2020 as the global economy becomes less influenced by
COVID-19. These financial sanctions have significant long-term
negative impacts on the Russian economy by disincentivizing
investment for domestic and foreign companies alike. These
sanctions, which most heavily limit Russia’s ability to take
advantage of its ample supplies of natural gas and defense
spending industries, also impact Russia’s minor private sector
industries by forcing the Russian government to nationalize
more industries to ensure trade is maintained. This trend of
nationalization of private sectors has increased dramatically
since the recessions of 2008 and 2014 in an effort to bail out
failing private sector companies. Although in the short term
the nationalization helped save some industries, linking industries with the government steered the companies away from
doing what was best for company profits and made company
decisions be factored in with political implications. The denial

The Pros:
Historically, Russia’s economy has seen many setbacks.
Economic downfalls like the 2008 Great Recession, falling oil
and natural gas prices, economic sanctions, and the present
COVID-19 pandemic all impeded Russia’s economic growth.
Despite these numerous factors, there are significant foreseeable prospects for how the Russian economy will develop in
the future. In some regards, Russia can be viewed as an economy that is prone to supporting new emerging technologies
and other business opportunities. Russia’s prospective growth
economy can be viewed through the lens of increased programs to support capital and labor investments.

government acknowledges that to build up their economy to
be prepared to host emerging technologies and to be an influential business hub, the government must tend to the needs
of the most fundamental part of their economy: the people.
Russia’s unemployment rate hovers at 4.3% in 2021. In 2019 and
2020, the unemployment rates were 4.6% and 5.73% respectively. The high unemployment rate during the 2020 pandemic
forced the government to dramatically reform unemployment
benefits. The success of these revitalized unemployment programs is evidenced by the significant drop in the unemployment rate from 2020 to 2021.

To evaluate the Russian economy as a whole, one of the most
ubiquitous factors that analysts use to track economic potential is GDP and more importantly, GDP per capita. Russia currently holds the 11th largest GDP in the world at around $1.578
trillion with a GDP per capita of $10,846. Presently, Russia is
attempting economic recovery strategies to bounce back its
economy from the inactivity the pandemic has wrought upon
the country. In the previous quarter, their GDP rose 10.5%.
Aided by the rebound in global commodity prices, this GDP
growth is the highest GDP growth Russia has seen since 2000.
While market projections placed the growth for the current
quarter at 4.6%, the present quarter has seen 4.3% growth.
The current GDP reports signal a significant milestone for
the Russian economy as their GDP levels have raised to near
pre-pandemic status. The Russian economy has also seen
consistent investment growth into emerging technologies and
markets. In 2021, the total investment in large emerging-market economies was above 20%. Russia has a relatively high
investment percentage compared to other countries with a
similar GDP per capita, and the percentage of investment is
significant because it indicates how prime the country is for
the utilization of that investment.

Although the government has shown significant attention to
fixing unemployment concerns, the government has not turned
a blind eye to those in poverty or other similar economic situations. The Russian government has recently created more
social measures to help Russian citizens. The government
has implemented policies that catered towards single-parent
households. Additionally, the government has instituted child
allowances to help unburden families prevented from working for child care reasons. Russia’s goal is to cut its current
poverty level, around 12%, to 6% by 2030. With these continued policies, Russia will continue to be a prime candidate for
growing business ventures.

In an effort to kickstart the Russian economy in light of the
pandemic-related economic struggles, the Russian government wanted to break fundamental issues that plagued their
economy like unemployment and poverty levels. The Russian

The Russian government concedes that the growing labor
shortage is a problem that will affect the Russian economy
dramatically in the long term. To combat the increased labor
shortage, the Russian government has adopted open-door
policies with neighboring countries like Ukraine, Tajikistan,
Uzbekistan, Kyrgyzstan, and Armenia. These former Soviet
Union territories still maintain close relationships with Russia,
and migrant workers from these countries will help hinder the
labor shortage. Additionally, the government has adjusted the
retirement age under pension reform to 55 to 60 for women
and 60 to 65 for men. The denial of people entering into retirement will help buy the Russian government more time to
attract more laborers into the workforce.
t

of a free market by the Russian government helps prevent
further private investment, and as a result, attraction towards
Russia as an emerging financial location was severely disabled.
Through the use of controlling oligarchs and the politically
motivated nationalization of private industries, the Russian
leadership continually uses racketeering to secure their powers within the government. The constant sense of uncertainty
businesses face when evaluating whether to invest their company in Russia is a critical reason why many emerging industries avoid Russia.
Even when the private sector is allowed to operate effectively,
the flawed governance of the country makes maintaining continued business practices extremely difficult. The government
itself is notably undemocratic. There is an undue amount of
laws and regulations that protect law enforcement agencies
from prosecution in the event they harass or extort various
private businesses. Additionally, government agencies often
involve themselves in the lives of the private sector employees, but their involvement is rarely positive as many Russian

citizens still struggle with securing basic necessities like food
and security. The Russian Federation has effectively continued the Soviet Union’s practice of over-centralization to the
present day. In combating policies like corruption, the Russian
government needs democratic oversight of executive agencies and complete media freedom. Sadly, the unlikeliness of
these policies being instituted means that Russia will continue
to look unattractive for potential business prospects.

Works Cited

“Facebook Says Iran-Based Hackers Used Site to Target US Military Personnel.” The Guardian, Guardian News and Media, 15 July 2021, https://www.theguardian.com/technology/2021/jul/15/facebook-iran-based-hackers-us-military-personnel.
Meta. 2021. Taking Action Against Hackers in Iran | Meta. [online] Available at: <https://about.fb.com/news/2021/07/
taking-action-against-hackers-in-iran/> [Accessed 5 December 2021].
“Alert (AA21-265A).” Cybersecurity and Infrastructure Security Agency CISA, Department of Homeland Security, 22 Sept.
2021, https://us-cert.cisa.gov/ncas/alerts/aa21-265a.
“Cyber-Attack on Irish Health Service 'Catastrophic'.” BBC News, BBC, 20 May 2021, https://www.bbc.com/news/
world-europe-57184977.
FALCO, GREGORY, et al. Cyber Risk Research Impeded by Disciplinary Barriers, American Association for the Advancement of Science, 29 Nov. 2019, https://www.science.org/doi/10.1126/science.aaz4795.
Gittleson, Ben, and Justin Gomez. How NATO Is Updating Its Common Defense Pact
to Deal with Global Cyberattacks, ABC News, 14 June 2021, https://www.msn.com/en-us/news/world/how-nato-is-updating-its-common-defense-pact-to-deal-with-global-cyberattacks/ar-AAL2IPY.
Lakshmanan, Ravie. “Experts Expose Secrets of Conti Ransomware Group That Made 25 Million from Victims.” The
Hacker News, The Hacker News, 20 Nov. 2021, https://thehackernews.com/2021/11/experts-expose-secrets-of-conti.
html.
“Netherlands Not Prepared for Large Scale Cyber Attacks.” NL Times, NLTimes.nl, 20 Oct. 2020, https://nltimes.
nl/2019/09/09/netherlands-prepared-large-scale-cyber-attacks.
Duffy, Clare. “Colonial Pipeline Attack: A 'Wake up Call' about the Threat of Ransomware.” CNN, Cable News Network, 16
May 2021, https://www.cnn.com/2021/05/16/tech/colonial-ransomware-darkside-what-to-know/index.html.
Government Technology. “Back to Basics: A Deeper Look at the Colonial Pipeline Hack.” GovTech, GovTech, 8 July 2021,
https://www.govtech.com/sponsored/back-to-basics-a-deeper-look-at-the-colonial-pipeline-hack.
Kelly, Stephanie, and Jessica Resnick-ault. “One Password Allowed Hackers to Dis
rupt Colonial Pipeline, CEO Tells Senators.” Reuters, Thomson Reuters, 9 June 2021, https://www.reuters.com/business/
colonial-pipeline-ceo-tells-senate-cyber-defenses-were-compromised-ahead-hack-2021-06-08/.
Morrison, Sara. “How a Major Oil Pipeline Got Held for Ransom.” Vox, Vox, 10 May 2021, https://www.vox.com/recode/22428774/ransomeware-pipeline-colonial-darkside-gas-prices.
Sanger, David E., and Nicole Perlroth. “Pipeline Attack Yields Urgent Lessons about U.S. Cybersecurity.” The New York
Times, The New York Times, 14 May 2021, https://www.nytimes.com/2021/05/14/us/politics/pipeline-hack.html.
Shear, Michael D., et al. “Colonial Pipeline Paid Roughly $5 Million in Ransom to Hack
ers.” The New York Times, The New York Times, 14 May 2021, https://www.nytimes.com/2021/05/13/us/politics/
biden-colonial-pipeline-ransomware.html.

Turton, William, and Kartikay Mehrotra. “Hackers Breached Colonial Pipeline Using Compromised Password.”
Bloomberg.com, Bloomberg, 4 June 2021, https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password.
Volz, Dustin. “Colonial Pipeline Chief Says Recovery from Ransomware Hack Not Complete.” The Wall Street Journal,
Dow Jones & Company, 8 June 2021, https://www.wsj.com/articles/colonial-pipeline-chief-to-testify-in-senate-panel-onransomware-hack-11623144602.
“Crude Oil Markets: Effects of the Repeal of the Crude Oil Export Ban.” U.S. Government Accountability Office, 20 November 2020, https://www.gao.gov/products/gao-21-118
“International Energy Outlook 2021.” Energy Information Administration, 6 October 2021, https://www.eia.gov/outlooks/
ieo/
“World Adds Record New Renewable Energy Capacity in 2020.” International Renewable Energy Agency, 5 April 2021,
https://www.irena.org/newsroom/pressreleases/2021/Apr/World-Adds-Record-New-Renewable-Energy-Capacity-in-2020
Liu, Chuyu and Urpelainen, Johannes. “Why the United State should compete with China on global clean energy
Finance.” Brookings, 7 January 2021, https://www.brookings.edu/research/why-the-united-states-should-compete-withchina-on-global-clean-energy-finance/
Chiu, Dominic. “The East Is Green: China’s Global Leadership in Renewable Energy.”
Center for Strategic International Studies, https://www.csis.org/east-green-chinas-global-leadership-renewable-energy
“Energy Transition Index 2020: from crisis to rebound.” World Economic Forum, 13 May 2020, https://www.weforum.
org/reports/fostering-effective-energy-transition-2020
Tyndall, Callum. “As it happens: the global energy crisis.” Power Technology, 20 October 2021, https://www.power-technology.com/features/global-energy-crisis-timeline/
Bond, Ian and Cornago, Elisabetta and Meyers, Zach. “Why have Europe’s Energy Prices Spiked and what can the EU do
about them?” Centre for European Reform, 28 October 2021, https://www.cer.eu/insights/why-have-europes-energyprices-spiked
Ambrose, Jillian. “Germany suspends approval for Nord Stream 2 gas pipeline.” The
Guardian, 16 November 2021, https://www.theguardian.com/business/2021/nov/16/germany-suspends-approval-fornord-stream-2-gas-pipeline
Stapczynski, Stephen. “Europe’s Energy Crisis is Coming for the Rest of the World, Too.” Bloomberg, 27 September,
2021, https://www.bloomberg.com/news/articles/2021-09-27/europe-s-energy-crisis-is-about-to-go-global-as-gas-prices-soar?srnd=storythread-R04O7PDWRGG601
Silverstein, Ken. “Russia’s Nord Stream 2 is a Fait Accompli. Are the U.S. and Ukraine the losers?” Forbes, 15 September
2021, https://www.forbes.com/sites/kensilverstein/2021/09/15/russias-nord-stream-2-is-a-fait-accompli-are-the-usand-ukraine-the-losers/?sh=3f3cb6b4684f

Works Cited

Cheng, Evelyn. “China Trade Surplus with the U.S. Rises to monthly Record in Sep
tember.” CNBC, 12 October 2021, https://www.cnbc.com/2021/10/13/china-trade-data-imports-grow-17point6percent-in-september-miss-expectations.html
Helman, Christopher. “Energy Crisis 2021: How bad is it, and how long will it last?” Forbes, 19 October 2021, https://www.
forbes.com/sites/christopherhelman/2021/10/19/energy-crisis-2021-how-bad-is-it-and-how-long-will-it-last/?sh=7fd0ac04c630
Eckert, Vera. “German regulator puts brake on Nord Stream 2 in fresh blow to gas pipeline.” Reuters, 16 November 2021,
https://www.reuters.com/business/energy/german-energy-regulator-suspends-nord-stream-2-certification-makes-demands-2021-11-16/
Apurva Sanghi, Samuel Freije-Rodriguez. “How Has Russia's Economy Fared in the Pandemic Era?” World Bank, World
Bank Group, 8 June 2021, https://www.worldbank.org/en/news/opinion/2021/06/08/how-has-russia-s-economy-faredin-the-pandemic-era.
Dabrowski, Marek. “Factors Determining Russia's Long-Term Growth Rate.” Russian Journal of Economics, Non-Profit
Partnership "Voprosy Ekonomiki", https://rujec.org/article/49417/.
“Emerging Economies and the Transformation of International Business.” Google Books, Google, https://books.google.
com/books?hl=en&lr=&id=kpOU6YolYLUC&oi=fnd&pg=PR7&dq=business%2Bin%2Brussia&ots=W-hr36TqxN&sig=zKgTzbiljPaWZzhJgMhDAD6tofM#v=onepage&q=business%20in%20russia&f=false.
“Russia GDP Annual Growth RATE2021 DATA: 2022 Forecast: 1996-2020 Historical.” Russia GDP Annual Growth Rate |
2021 Data | 2022 Forecast | 1996-2020 Historical, https://tradingeconomics.com/russia/gdp-growth-annual.
“Russia Unemployment Rate 1991-2021.” MacroTrends, https://www.macrotrends.net/countries/RUS/russia/unemployment-rate#:~:text=Unemployment%20refers%20to%20the%20share,a%200.25%25%20decline%20from%202018.
Apurva Sanghi, Samuel Freije-Rodriguez. “How Has Russia's Economy Fared in the Pandemic Era?” World Bank, World
Bank Group, 8 June 2021, https://www.worldbank.org/en/news/opinion/2021/06/08/how-has-russia-s-economy-faredin-the-pandemic-era.
Dabrowski, Marek. “Factors Determining Russia's Long-Term Growth Rate.” Russian Journal of Economics, Non-Profit
Partnership "Voprosy Ekonomiki", https://rujec.org/article/49417/.
“Emerging Economies and the Transformation of International Business.” Google Books, Google, https://books.google.
com/books?hl=en&lr=&id=kpOU6YolYLUC&oi=fnd&pg=PR7&dq=business%2Bin%2Brussia&ots=W-hr36TqxN&sig=zKgTzbiljPaWZzhJgMhDAD6tofM#v=onepage&q=business%20in%20russia&f=false.
“Russia GDP Annual Growth RATE2021 DATA: 2022 Forecast: 1996-2020 Historical.” Russia GDP Annual Growth Rate |
2021 Data | 2022 Forecast | 1996-2020 Historical, https://tradingeconomics.com/russia/gdp-growth-annual.
“Russia Unemployment Rate 1991-2021.” MacroTrends, https://www.macrotrends.net/countries/RUS/russia/unemployment-rate#:~:text=Unemployment%20refers%20to%20the%20share,a%200.25%25%20decline%20from%202018.
Images are from Unsplash, the internet's source of freely-usable images.

